
Cybersecurity
Online Bootcamp
12 Sessions, 10hours/week

 Class commitment                 Built into curriculum             Practice with real work examples
Part-Time             Career Path Focus             Learn by Doing

Join our global family and kick start your career path in tech focusing on Cybersecurity



Program Overview
The importance of cybersecurity today cannot be overstated. As 
our reliance on technology grows, there’s a corresponding need to 
secure and defend networks and data against leaks, theft, and 
attacks. That’s good news for cybersecurity specialists— the U.S. 
Bureau of Labor Statistics indicates employment of Information 
Security Analysts will increase 35% from 2021-2031.*Security Analysts will increase 35% from 2021-2031.*

Industry Certifications. 
Study skills applicable to 
certifications such as Security+, 
CISM, CISA, CRISC, CISSP etc. 

Cyber-Specific Career ServicesCyber-Specific Career Services. 
Receive personalized career 
support from a dedicated 
cybersecurity career services 
manager, and keep your career 
service access for life

Learn By Doing. Gain hands-on 
experience with a host of real world 
hands-on assignments.

End to-End, Extensive Curriculum. 
Cover industry-relevant real world 
deployment of cybersecurity 
management practices, including management practices, including 
defensive and offensive tactics, 
Risk Management Framework, NIST 
Cybersecurity Framework, and 
Third Party Risk Management



What You’ll Focus On
  • Getting organized

What You’ll Focus On
  • Cybersecurity & Information Security
  • Software Development Lifecycle (SDLC)
  • Risk Management Process
  • System Interconnection  • System Interconnection
  • Cybersecurity Terminologies
  • Cyber Threats

What You’ll Focus On
  • Risk Management Framework
  • Preparation
  • Categorization
  • Control Implementation  • Control Implementation
  • Control Assessment Authorization
  • Continuous Monitoring

What You’ll Focus On
  • Federal Risk and Authorization 
   Management Program (FEDRAMP)
  • Cybersecurity Maturity Model 
   Certification (CMMC)   Certification (CMMC)
  • Third Party Risk Management (TPRM)
  • The International Organization for 
   Standardization (ISO) 27001
  • Health Insurance and Portability 
   Accountability Act
  • Payment Card Industry Data Security           • Payment Card Industry Data Security         
  Standard (PCI DSS)

The Curriculum Overview

Pre Course
Before the program, familiarize 
yourself with Cybersecurity, 
hardware basics and 
terminologies in Cybersecurity.

Sessions One to Three
Introduction of the program. Introduction of the program. 
Will get into the basics of 
Cybersecurity.

Sessions Four to Seven
In this class, we will discuss the 
Risk Management Framework 
(RMF Process). 

Sessions Eight to TwelveSessions Eight to Twelve
This section will be discussing 
Third-Party Risk Management 
(TPRM)



The Whole Curriculum

Session One
Basic Concept of Cybersecurity & Terminologies
- [ ] Why Cybersecurity? - Career Options/Certifications
- [ ] The Pillars of Cybersecurity 
- [ ] CIA Triad
- [ ] Information Security Terminology 
- [ ] Career & Certification path- [ ] Career & Certification path

Session Two
Governance Risk & Compliance (GRC)
- [ ] Governance overview 
- [ ] Cyber threats 
- [ ] SDLC
- [ ] Risk Assessments - Hands On

SessionSession Three
Introduction to Risk Management
- [ ] Compliance Frameworks 
- [ ] Risk Management Terminologies
- [ ] Risk Management Process & Interview Prep

Session Four
Risk Management Framework Overview
- [ ] RMF Overview- [ ] RMF Overview
- [ ] RMF Steps
- [ ] Know your NIST Publications - 
- [ ] CATEGORIZATION- Hands on
- [ ] ATO Process & Documents 

Session Five
RMF Process - Step 1: Categorization
- [ ] Understanding the NIST 800-60rev2- [ ] Understanding the NIST 800-60rev2
- [ ] PIA & PTA - Hands On
- [ ] How to write an SSP  - Hands on
- [ ] E- Authentication - Hands on

Session Six
RMF Process - Steps 2 & 3: Selection and Implementation
- [ ] Control Families & Classifications 
- [ ] Selection of Controls - Hands on- [ ] Selection of Controls - Hands on
- [ ] Tailoring of controls 
- [ ] Learning How To Read & understand controls
- [ ] Writing implementation statements
- [ ] Interview Prep

Session Seven
RMF Process - Step 4: Assessment
- [ ] Assessment Steps and Methods- [ ] Assessment Steps and Methods
- [ ] How to conduct a kick off meeting
- [ ] Security Assessment Report - Hands on
- [ ] Authorization 
- [ ] Filling out Traceability Matrix- Hands on

Session Eight
RMF Process – Continuous Monitoring*
- [ ] Continuous Monitoring Process- [ ] Continuous Monitoring Process
- [ ] Information System Environment Changes
- [ ] Ongoing Security Control Assessment - Hands On
- [ ] Ongoing Remediation Actions
- [ ] Vulnerability Management Program. - Hands On

Session Nine
FEDRAMP & CMMC
- [ ] Fedramp overview- [ ] Fedramp overview
- [ ] Fedramp ATO process - hands on
- [ ] CMMC & Interview prep
- [ ] Reviewing Fedramp required documentation 

Session Ten
Third-Party Risk Management
- [ ] TPRM overview
- [ ] VRA & VTA process- [ ] VRA & VTA process
- [ ] Steps in conducting VRA & VTA - hands on
- [ ] Documents reviewed

Session Eleven
ISO 27001, HIPAA, PCI & SOC2 Overview
- [ ] ISO27001 & SOC 2
- [ ] PCI DSS, HIPAA & NIST CSF



An Example Day’s Schedule
in a Part-Time Program

24/7 Cohort Access
Your access to our LMS and Teams is 
available 24/7. 

Self Study
Most students dedicate 30 - 35 hours Most students dedicate 30 - 35 hours 
a week to self-study, though you may 
need more or less depending on your 
learning style and experience. 

Lectures
Live lectures are held three(3) times Live lectures are held three(3) times 
per week. Lectures days are Monday, 
Wednesday and Fridays.

Optional Office Hours
Need more assistance understanding 
a concept? Optional Office Hours are 
available Upon request.
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